PWDA My Health Record privacy and security webinar slides
Slide 1 - Title page


My Health Record privacy and security
Catherine Walsh, Project Manager
People with Disability Australia (PWDA)
February 2025
Slide 2 - Acknowledgement of Country


I acknowledge that we are meeting on the land of the Gadigal people of the Eora Nation, I pay my respects to this land, its people, and to the elders past and present.
I extend this respect to any Aboriginal and/or Torres Strait Islander people present today.
Slide 3 – Agenda


· What is the Australian Digital Health Agency 
· Digital Health Technologies Webinar Series
· My Health Record 
· How do you view and add information to My Health Record?
· my health app
· Privacy, security and access
· Privacy and Access controls
· Access Controls
· My Health Record Security
· My Health Record legislation
· Resources
· Q&A
Slide 4 - Australian Digital Health Agency  


The Australian Digital Health Agency (the Agency) is a governmental organisation that enables all Australians to access their health information online. 
Key Australian Digital Health Agency digital health services are: 
· My Health Record
· my health app
· Electronic prescriptions
Slide 5 - Digital Health Technologies Webinar Series


PWDA has been working with the Agency to make Australian Digital Health services more accessible for people with disability.
You can access the webinar recordings on the PWDA website. 
Content from this session can also be accessed via the Agencies online learning modules. 
Slide 6 – Ice Breaker Poll


Section title slide. 
No content is on this slide
Slide 7 - Ice Braker Poll 1


1. Do you think My Health Record keeps your information secure?
· Yes
· No 
· Maybe
Slide 8 - Ice Braker Poll 2


2. Do you know you can set privacy and access controls over your My Health Record?
· Yes
· No 
· Maybe
Slide 9 – My Health Record 


Section title slide. 
No content is on this slide
Slide 10 – What is My Health Record


What is My Health Record 
· An online summary of an individual’s key health information
· Controlled by the person
· Part of a national system 
· Always available to you.
· Protected and safe 
Slide 11 - How do you view and add information to My Health Record?


Section title slide. 
No content is on this slide.
Slide 12 - How to view and add information


Mobile device
· Access via the my health app
· Access via your MyGov account
Desktop/Laptop Computer
· Access via your MyGov account
Slide 13 – Viewing Pathology reports in My Health Record


Facilitator will demonstrate and discuss how you can access your pathology reports in both the my health app on your phone and my health record on your laptop. 
Slide 14 - Viewing Diagnostic Imaging in My Health Record


Facilitator will demonstrate and discuss how you can access your Diagnostic Imaging in both the my health app on your phone and my health record on your laptop. 
Slide 15 - my health app


Section title slide. 
No content is on this slide
Slide 16 – What is the my health app


· Mobile design
· Download documents from My Health Record
· Add emergency contacts 
· Add, edit or remove Allergies and Medicines information 
· Store electronic prescriptions
· Share health information documents 
Slide 17 - my health app privacy and security tips


· Log in with your unique PIN if you use my health app on a shared device
· Log out of the app each time you use it
· Be careful when sharing your health information using the app.
Slide 18 - Privacy, security and access


Section title slide. 
No content is on this slide
Slide 19 - How My Health Record keeps your information secure?


· Settings
· People
· Technology
· Processes
· Legislation
Slide 20 - Privacy and access controls


Section title slide. 
No content is on this slide
Slide 21 - My Health Record Privacy and Access Settings – Video


A video about MHR Privacy and access settings, showing what you can do yourself to keep your health information safe.
Link to the video: https://vimeo.com/967285529/a4f8cf8888
Slide 22 - My Health Record privacy controls


· You can restrict access to specific documents in your My Health Record by setting a Limited Document Access Code (LDAC).
· You can restrict access to your entire record using a Record Access Code (RAC). 
· You can choose to hide or remove documents at any time.
· In an emergency, a healthcare provider can use a ‘break glass’ function to allow temporary access.
· You can receive an SMS or email alert when a healthcare provider organisation accesses your record.
· All instances of access to  My Health Record are monitored and logged.
Slide 23 - My Health Record privacy controls – continued


· Log in to your myGov account
· Select the My Health Record tile
· Click on your My Health Record (or the record of someone you are representative for)
· Click the Privacy & Access tab in the top menu of your Record Home Page
Slide 24 - Access Controls
Limited Document Access Code (LDAC)


Section title slide. 
No content is on this slide
Slide 25 – Select document access level


Facilitator will discuss and demonstrate how to manage specific documents on my health record under select document access level. 
Slide 26 – Privacy and access


Facilitator will discuss and demonstrate how to manage specific documents on my health record under Privacy and access menu.  
Slide 27 - Slide 26 – Manage My Document Access


Facilitator will discuss and demonstrate a restricted access document and how to set a limited access code for that document 

Slide 28 – Update your limited document access code 
Facilitator will discuss and demonstrate when you have updated your limited access code. 
Slide 29 – You have set a Limited Document Access Code


Facilitator will discuss and demonstrate how you can check that you have updated your limited access code. 
Slide 30 - Access Controls
Record Access Code (RAC)


Section title slide. 
No content is on this slide
Slide 31 – Privacy and access my healthcare organsisation


Facilitator will discuss and demonstrate how you can restrict access to your entire record using a Record Access Code (RAC) under the privacy and access tab and ‘my healthcare organisation menu.
Slide 32 - Manage access 


Facilitator will discuss and demonstrate how you manage access.
Slide 33 – You have set a Record Access Code


Facilitator will discuss and demonstrate setting a Record Access Code. 
Slide 34 - Record Access Code


Facilitator will discuss confirming setting a Record Access Code. 
Slide 35 - Access Controls
Record Access History


Section title slide. 
No content is on this slide
Slide 36 – Record Access History


The information on your record’s My Record Access History page shows actions, including: 
· Time and date of access 
· Which healthcare provider organisation or authorised person accessed your record
· The action that was taken 
· Details of your own access
Slide 37 – Privacy access – my record history


Facilitator will discuss and demonstrate accessing and controlling information under the my record history menu. 
Slide 38 - Information and Access History


Facilitator will discuss and demonstrate the information and access history log. 
Slide 39 - Myth Busting


Section title slide. 
No content is on this slide.
Koen who is a representative of the Australian Digital Health Agency, will be run a series of polls.
Poll – Myth Buster 1 - Access Controls
This poll contains two questions.
Question 1
I do not want to have my latest blood test shown in My Health Record, I can hide this in My Health Record.
· Yes
· No 
· I am unsure
Question 2
I do not want some of my health care providers to access My Health Record, is that possible?
· Yes
· No 
· I am unsure
Slide 40 - My Health Record security


Section title slide. 
No content is on this slide.
Slide 41 – Access your My Health Record securely video


Facilitator will play this video https://vimeo.com/827868179/2efbbcf994
Slide 42 - My Health Record – Security


· Many safeguards are in place to protect the My Health Record system.
· These include strong encryption, firewalls, secure login processes and audit logging.
· The Agency’s Cyber Security Centre monitors the system.
· Health information in the system is protected by legislation.
· Significant penalties apply for deliberate misuse.
· All data within the My Health Record system is stored securely in Australia.
· External software goes through a conformance process before it is allowed to connect.
Slide 43 My Health Record legislation


Section title slide. 
No content is on this slide.
Slide 44 - My Health Record legislation


The My Health Record system is supported by a legislative framework that sets controls around who can access the system, and the information contained within.
Relevant acts and instruments include:
· Privacy Act 1988
· My Health Records Act 2012
· My Health Records Regulation 2012
· My Health Records Rule 2016
· Healthcare Identifiers Act 2010
· Sharing by Default Bill 2024
Slide 45 - Penalties for misuse of information


· There are significant fines and penalties for inappropriate or unauthorised access to health information in an individual's My Health Record.
· Healthcare providers are authorised to use My Health Record for the purpose of providing healthcare, subject to any access controls the individual may have set.
· Any unauthorised use of emergency access is considered a contravention of the My Health Records Act 2012 and may constitute an interference with privacy under the Privacy Act 1988
Slide 46 – Myth Busting


Section title slide. 
No content is on this slide.
Koen who is a representative of the Australian Digital Health Agency, will be run a series of polls.
Poll – Myth Buster 2 - Security
This poll contains two questions.
Question 1
My health information is now stored all over the world.
· Yes
· No 
· I am unsure
Question 2
Any healthcare provider can now access all my health information and do with it what they like.
· Yes
· No 
· I am unsure
Slide 47 – Resources


Section title slide. 
No content is on this slide.
Slide 48 – Further Reading


Relevant acts and instruments:
· Privacy Act 1988
· My Health Records Act 2012
· My Health Records Regulation 2012
· My Health Records Rule 2016
· Healthcare Identifiers Act 2010
Slide 49 – Further Learning


eLearning course: Introduction to My Health Record
https://training.digitalheal th.gov.au/mod/page/view. php?id=960
All Digital Health eLearning Courses
https://training.digitalhea lth.gov.au/mod/page/vie w.php?id=959
Slide 50 - Download the my health app by searching 'my health gov'


A link to the my health apps
Apple My Health app  
Google My Health App store link
Slide 51 – Questions and Answers


You will now have the opportunity to ask the ADHA representatives any questions you may have using the Q&A function. 
To do this  
Please Click the Q&A button to open the Q&A window.  
Type your question in the text field.  
Please note if you want your question to be anonymous please check the Send Anonymously checkbox.  
And then click Send. 
You may also choose to use the chat function to ask your questions there and our team will monitor this. 
Slide 52 – Feedback


Link to https://www.surveymonkey.com/r/BNYQ67Q
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I will again be handing back over to Koen for our myth busting activity, again a series of polls will appear on your screen
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PWDA commissioned artwork by Paul Constable Calcott,

Wiradjuri Elder and PWDA member. 



I acknowledge that we are meeting on the land of the Gadigal people of the Eora Nation, I pay my respects to this land, its people, and to the elders past and present.

I extend this respect to any Aboriginal and/or Torres Strait Islander people present today.

Acknowledgement of Country



Always was, always will be Aboriginal Land.









I acknowledge the lands that we are all meeting on today, I am meeting on the land of the Gadigal people of the Eora Nation, I pay my respects to this land, its people, and to the elders past and present.

I extend this respect to any Aboriginal and/or Torres Strait Islander people present today.
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Agenda

What is the Australian Digital Health Agency 

Digital Health Technologies Webinar Series

My Health Record 

How do you view and add information to My Health Record?

my health app

Privacy, security and access

Privacy and Access controls

Access Controls

My Health Record Security

My Health Record legislation

Resources

Q&A





Here is a brief overview of today’s agenda. 



We are going to start with a brief recap of what the Australian Digital Health Agency is all about, what the Digital Health Technologies Webinar Series is, and a quick overview of  what My health record is. 

We will then move in viewing and adding information to my health records, and what the my health app is. Next we will look at the privacy and access setting and Access controls. 



We will then look at My health record security and the legislation. 



Lasty we will share some recourses and have time for QandA 



I also wanted to introduce both Dr Kathy Rainbird and Koen from The Australian digital agency 
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Australian Digital Health Agency  

The Australian Digital Health Agency (the Agency) is a governmental organisation that enables 

all Australians to access their health information online. 

Key Australian Digital Health Agency digital health services are: 

o

My Health Record

o

my health app

o

Electronic prescriptions 
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Download the my health app by searching 'my health gov'



Download from Apple app store



Download from Google Play 







If you would like to download the my health app we will provide a link in the app, you will also be provided with a slide package at the end of the webinar which will have the link available 
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Thank you Koen 

You will now have the opportunity to ask Koen any questions you may have using the Q&A function. 

To do this  

Please Click the Q&A button to open the Q&A window.  

Type your question in the text field.  

Please note if you want your question to be anonymous please check the Send Anonymously checkbox.  

And then click Send. 



You may also choose to use the chat function to ask your questions there and our team will monitor this. 
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Australian Digital Health Agency  

The Australian Digital Health Agency (the Agency) is a governmental organisation that enables all Australians to access their health information online. 

Key Australian Digital Health Agency digital health services are: 

My Health Record

my health app

Electronic prescriptions 





So, lets start with exactly what the Australian Digital Health Agency is. 



The Australian Digital Health Agency is a government organisation that enables all Australians to access their health information online. 

Key services include the My Health Record, which provides a summary of your health information, and the My Health app, allowing you to access your My Health Record on your phone or tablet. 

Additionally, electronic prescriptions offer digital prescriptions for your medications. While we won’t cover electronic prescriptions today, we do have links to information on electronic prescriptions and how you can use them on our PWDA website. These links will be shared with you after this webinar. 

These services ensure that people can securely search and update their health information online.
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Feedback

https://www.surveymonkey.com/r/BNYQ67Q







Thank you for all of the questions and thank you to Koen for answering them. 



As we come to the end of today’s session we would really love if you could take a few moments to complete our feedback survey. This is a great way for us to understand what we are doing well and areas we can improve on for our next webinar. 



On the screen there is a QR code which you can scan using your mobile device or alternatively a link will be provided in the chat. 











Thank you for your time today, you will all receive an email with the links and information from today’s session and we look forward to seeing you in our next webinar. 
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You can access the webinar recordings on the PWDA website. 
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Digital Health Technologies Webinar Series

PWDA has been working with the Agency to make Australian Digital Health services more accessible for people with disability.

You can access the webinar recordings on the PWDA website. 



Content from this session can also be accessed via the Agencies online learning modules. 



Visit the resources section for more information





PWDA has been working with the Agency to make the Australia Digital Health services more accessible for people with disability. On of the things we have been doing is create this webair series, the first webinar was a general introduction to my health records and my health app.

You can access the webinar recordings on the PWDA website. A link to this will be shared after this webinar 



Content from this session can also be accessed via the Agencies online learning modules. 
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What is My Health Record 



Controlled by the person

Part of a national system

Always available to you

Protected and safe



An online summary of an individual’s key health information















So what is My Health Record 

My Health Record provides an online summary of a person’s health information, including medical history, doctor’s appointments, current medications, test results, and more.

Controlled by the person- which is a key element of the system. What this means is that an individual has a say as to whether they have a My Health Record, what gets uploaded, what stays in your record, and who can see your record. 

My Health Record is part of a national system, meaning it travels with the individual wherever they go. For example, if you have a GP in Western Australia and visit a GP in Queensland, they can access your My Health Record. 

Your my health record is always available to you, your authorised representatives, and healthcare providers involved in your care. The record can be viewed and updated, subject to access controls set by you.

And finally, my health record is protected and safe, importantly your Record is protected by legislation, primarily the “My Health Record ACT’. We will discuss the cyber security measure more later in this webinar 
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How to view and add information



Access via your myGov account 

Access via the my health app

Access via your myGov account 















How to view and add information to My Health Record? 

The main way to access your My Health Record is through MyGov

log into MyGov on your laptop or phone with an internet connection. MyGov is a government website where information about you is kept, if you don’t have a myGov account you can create one.

When you sign into myGov you can click “link a service”, then click My health record. 

You can then view and add information to your My Health Record on both your phone and or laptop 



we will now show an example of how to do this in both my health record and my health app 
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Viewing Pathology reports in My Health Record 





Mobile – via my health app

Desktop – via myGov account 











You can access your pathology reports in both the my health app on your phone and my health record on your laptop. 



On the app, simply just click on the the box that says ‘ Scans and tests’ and available pathology reports will be there. 



On my health report on a laptop, click the ‘documents tab’ and it will open the ‘clinical repords’ page, here you can see ‘pathology reports’ and (CHANGE SLIDE)   
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Now, a brief recap of the my health app
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What is the my health app?

Mobile design



Download documents from My Health Record



Add emergency contacts 

Add, edit or remove Allergies and Medicines information 

Store electronic prescriptions







Share health information documents 
















my health app is the mobile version of you My health Records. In it you can download documents, add emergency contacts, add, edit and remove allergies and medicine information. And now you can store your electronic prescription in the app. 



You can also share health documents from the app
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Mobile design



Download documents from My Health Record



Add emergency contacts 
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Store electronic prescriptions







Share health information documents 
















my health app is the mobile version of you My health Records. In it you can download documents, add emergency contacts, add, edit and remove allergies and medicine information. And now you can store your electronic prescription in the app. 



You can also share health documents from the app
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We will now discuss privacy, security and access when it comes to my health record. 
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This slide shows a overview of all of the safeguards to protect your information in my health record. The security of your information is maintained through a combination of people, processes, technologies, and legislation. We will go over all of these in more throughout the webiar. 



Firstly, your settings: 

You have control over the privacy settings within the system, determining who can access your information.



People: 

The Cyber Security Centre within the Australian Digital Health Agency monitors the My Health Record system. All personnel involved undergo security checks.



Technology: 

The system uses a layered security model with multiple controls to protect the confidentiality, integrity, and privacy of your healthcare information.

All data is stored securely in Australia.



Processes: 

Various security processes limit access to the system. External software, including healthcare provider software and mobile applications, is tested for safety and security before being allowed to connect.



And finally, legislation: 

Your rights and the My Health Record system are protected by law.

The primary purpose of your My Health Record is to support your healthcare.

No one can access or ask you to disclose information from your My Health Record for insurance or employment purposes.

Information cannot be released to law enforcement or government agencies without your consent or a court order.

Your health data cannot be sold or used for commercial purposes.

It is a criminal offence for someone to misuse your health information.
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Privacy and access controls, here I will talke about what controls you can use to manage who can see and access your health information and how they can impact your security. 
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My Health Record Privacy and Access Settings on Vimeo A video about MHR Privacy and access settings, showing what you can do yourself to keep your health information safe



https://vimeo.com/967285529/a4f8cf8888
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My Health Record privacy controls



You can restrict access to your entire record using a Record Access Code (RAC). 

You can choose to hide or remove documents at any time.







You can receive an SMS or email alert when a healthcare provider organisation accesses your record.

All instances of access to  My Health Record are monitored and logged.





You can restrict access to specific documents in your My Health Record by setting a Limited Document Access Code (LDAC).















In an emergency, a healthcare provider can use a ‘break glass’ function to allow temporary access.





You can control who accesses your My Health Record by adjusting privacy settings.

You can choose which healthcare organisations can see your record.

One of the ways you can restrict access is by a Limited Document Access Code. This is where you can create a code to restrict access to specific documents. You can then share this code with the healthcare providers you trust. I will show you how you can do this in the next section. 

Another way is by using a Record Access Code, this is a set code to limit access to your entire record, then only those with the code can view your record. I will also show you how you can do this in the next section. 

You can also ask a healthcare provider not to upload certain information and delete health information that has already been uploaded to your My Health Record.



In emergencies, healthcare providers can use a “break glass” function to access your record, but these instances are monitored and logged.

Another privacy control feature is the SMS or email alerts feature which alerts you when a new healthcare provider accesses your record or uploads a document.

Remember, healthcare providers are not legally required to use the My Health Record system. They will use it based on their clinical judgement.
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My Health Record privacy controls - continued

Log in to your myGov account







Select the My Health Record tile







Click on your My Health Record (or the record of someone you are representative for)







Click the Privacy & Access tab in the top menu of your Record Home Page











Visit the resources section for more information







If you haven’t already you need to make sure that your MHR is linked in your MyGov. Verify your identity using a range of information and documents. Then once that has been done you can set up you MHR.



Only you or your nominated representive 
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Control who views and accesses your health information
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This page on the screen shows an example of available pathology test results, in this click through example we will be discussing what option you have with manage access to a specific document on my health record, you can do 1 of 3 things. To get here Go to that documents that you would like to manage and click manage access. Here you can choose if you would like to either restrict, hide or remove document.



If you remove it  will be permanent removed and your won’t be able to see or access it. If you hide it, you and your health care team won’t be able to see it however you can un-hide it later if you choose to. 



If you would like to make only certain people can see certain documents, then you can create a limited document access code by clicking restricted access. Then click save Please not that you will need to do this step of every document that you would like to be restricted 
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Then go to the ‘privacy & access’ tab, and click managae my document access 
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Here you can see that in total there is 141 document in this person records and that 1 document is set to have restricted access which be did in the set before.  Now we want to set a limited access code for that document. 
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If you have done this then- when you to see a specialist and you want them to see the serum test, you can let them know that you have a test results in your My Health Record and them give them your code so they can gain access. 
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You can restrict access to your entire record using a Record Access Code (RAC). 



This means that only people with this code and see and access you record. 
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To do this, go to the pricacy and access tab and click ‘my healthcare organsisation.

31



image2.png







image3.svg

      




image4.png

PEOPLE WITH DISABILITY
AUSTRALIA







image5.svg

                                       




image8.png

Lyndsay Cairns
v
@ Born 24-Jan-1994

= v'Y

Awtr
war Ay My Health Record

Auwtralian Dig

Record Home ~ Medical Conditions ~ Documents ¥ Privacy & Access  Profile & Settings ¥ Qsearch  Help []

—
Privacy and access

From this page you can manage who has access to your record and what they can do with it. You can also manage the documents in your record and see

who has accessed your record.

My Representatives

For example, family, friends or
carers

You can give other people access
to your record and manage what
they can see and do.

Oo 1 representative can see

mA

your record

Manage My
Document Access

You can manage who can see the
documents in your record.

unrestricted
@ 140 documents in your

record

My Healthcare
Organisations

For example, Medical practices
and hospitals

You can manage access by your

healthcare organisations.

5 healthcare organisations
can see your record

My Record Access
History

You can see who has accessed
your record and what they did.

1 1 people have accessed
this record in the last

12 months













image31.emf

Microsoft_PowerPoint_Slide31.sldx












Then click manage access 
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If you have done this then– if you had to go hospital and the doctors went to look at your My Health Record, they would get a prompt to say you have a code over your record. You can then decide whether or not you are happy for them to access your record, if you are, then you can give them the code so they can gain access.
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The information on your record’s My Record Access History page shows actions, including: 





Time and date of access 



Which healthcare provider organisation or authorised person accessed your record



The action that was taken 



Details of your own access



















For peace of mind, you can check your record access history at any time for information about access to your record.

The information on a patients record’s My Record Access History page shows actions, including: 

Time and date of access 

Which healthcare provider organisation or authorised person accessed your record

The action that was taken 

Details of the patients own access


Your healthcare providers cannot see your access history. Only you, your authorised representatives and your nominated representatives with full access can see it.



36



image2.png







image3.svg

      




image4.png

PEOPLE WITH DISABILITY
AUSTRALIA







image5.svg

                                       




image8.png







image9.png







image10.png







image11.png







image12.png









Record Accoss History

b






image1.emf
My Health Record privacy 

and security

February 2025

Catherine Walsh

Project Manager

People With Disability Australia (PWDA)


image36.emf

Microsoft_PowerPoint_Slide36.sldx














image2.png







image3.svg

      




image4.png

PEOPLE WITH DISABILITY
AUSTRALIA







image5.svg

                                       




image8.png

Lyndsay Cairns
v
@ Born 24-Jan-1994

= v'Y

Awtr
war Ay My Health Record

Auwtralian Dig

Record Home ~ Medical Conditions ~ Documents ¥ Privacy & Access  Profile & Settings ¥ Qsearch  Help []

—
Privacy and access

From this page you can manage who has access to your record and what they can do with it. You can also manage the documents in your record and see

who has accessed your record.

My Representatives

For example, family, friends or
carers

You can give other people access
to your record and manage what
they can see and do.

Oo 1 representative can see

mA

your record

Manage My
Document Access

You can manage who can see the
documents in your record.

unrestricted
@ 140 documents in your

record

My Healthcare
Organisations

For example, Medical practices
and hospitals

You can manage access by your

healthcare organisations.

5 healthcare organisations
can see your record

My Record Access
History

You can see who has accessed
your record and what they did.

1 1 people have accessed
this record in the last

12 months













image37.emf

Microsoft_PowerPoint_Slide37.sldx












image2.png







image3.svg

      




image4.png

PEOPLE WITH DISABILITY
AUSTRALIA







image5.svg

                                       




image8.png

\’ Lyndsay Cairns
‘ @ Born 24-Jan-1994 h

My Health Record

RecordHome  Medical Conditions ~ Documents w  Privacy & Access  Profile & Settings v Qsearch  Help [

S
Information on Access History
Action Date & Time & Who Accessed & Action Performed % Action Type & Details +

03rd December 2024 02:30 pm External Provider (Grant Hospital Access Record Update Emergency Access
Accessing Organisation)

03rd December 2024 02:28 pm External Provider (Grant Hospital Access Record Update Emergency Access
Accessing Organisation)

18th December 2024 12:07 pm Full Access Nominated Representative Restricted and Removed Documents Read
(FANR_Test)

18th December 2024 12:07 pm Full Access Nominated Representative View Privacy & Access Read
(FANR_Test)

18th December 2024 12:07 pm Full Access Nominated Representative View Privacy & Access Read
(FANR_Test)

18th December 2024 12:07 pm Full Access Nominated Representative Access Record Home Read
(FANR_Test)













image38.emf
Myth Busting 


Microsoft_PowerPoint_Slide38.sldx
Myth Busting 









I will now introduce you to Koen who is a representative of the Australian Digital Health Agency, he will be running a series of polls  that will pop up on your screen, and you will have a few moments to answer them; As mentioned earlier you can also add your answers to the polls in the chat and PWDA staff members will share these with us. 

Koen over to you - 
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https://vimeo.com/827868179/2efbbcf994
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Thank you for joining us today. My name is Catherine Walsh, I am fair skinned, wearing a yellow blue and green stripped button up short and I have short hair. I am a person with disability, I am proud to represent People with Disability Australia. We are here to today to discuss the Australian Digital Health Agency’s My Health Record and the privacy and security measures that are in place to keep everyone's digital health information safe. We also have representatives here from the Australian Digital Health Agency to address any concerns and answer your questions to ensure you feel comfortable and confident in using your My Health Record.



But before we begin, I will just cover the webinar housekeeping 

For privacy you will notice as you join today’s webinar your camera and microphone are turned off by default. Today, only the cameras of the presenters will be turned on. The webinar is being recorded and will be published on the PWDA website, we will share a link to this after the webinar. 



Accessibility Functions - 

To access captions please select the ‘closed captions’ button. 

We do have AUSLAN Interpreters here today who will be spotlighted and should now be visible on the screen with today’s speakers. 



Interacting in the Webinar - Today you will have various opportunities to share your thoughts and join in the conversation, this can be by text in the chat function, submitting a question in the Q&A and by using the poll function during the myth busting section. PWDA staff members will be keeping a close eye on the chat and your questions and comments will be noted. We will then answer questions at the end of the presentation in the Q&A section.  

When we launch the Zoom polls during the discussion the polls will come up on your screen and you will then have a few minutes to respond to the poll. 

You can also add your answers to the polls in the chat and PWDA staff members will share these with the presenters.  



How to Send Messages with Chat 

Click the Chat button to open the chat panel.  

Type your message in the Text box at the bottom of the panel.  

You can select to send messages to everyone or just to hosts and presenters 

Press Enter to send your message.  



You can also ask questions and provide comments through the Q&A function. 

To do this  

Click the Q&A button to open the window.  

Type your response to the question in the text field.  

If you want your question to be anonymous, check the Send Anonymously checkbox.  

Then click Send. 



We will do our best to answer all questions. If we are unable to answer everyone’s questions, we will follow up with an email directly after the presentation. 



And then finally to cover technical support 

If you have any issues participating in the discussion you can let the user named PWDA Technical Support know in the chat box or call or text 0492 847 551. The PWDA team is here to help. 

You may also hear PWDA team members speak throughout the event. You may hear from Tracie. Tracie can you please unmute and say your name.  

. 
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My Health Record - Security

• Many safeguards are in place to protect the My Health Record system.

• These include strong encryption, firewalls, secure login processes and audit logging.

• The Agency’s Cyber Security Centre monitors the system.

• Health information in the system is protected by legislation

.

• Significant penalties apply for deliberate misuse

.

• All data within the My Health Record system is stored securely in Australia.

• External software goes through a conformance process before it is allowed to

connect

.
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My Health Record - Security

Many safeguards are in place to protect the My Health Record system.

These include strong encryption, firewalls, secure login processes and audit logging.

The Agency’s Cyber Security Centre monitors the system.

Health information in the system is protected by legislation.

Significant penalties apply for deliberate misuse.

All data within the My Health Record system is stored securely in Australia.

External software goes through a conformance process before it is allowed to connect.











There are many safeguards that are in place to protect the My health record sytems. These include strong 

Encryption: Imagine you want to send a secret message to another person. Encryption is like putting that message in a locked box that only that person has the key to. It ensures that even if someone intercepts the message, they can’t read it without the key

Firewalls: Think of a firewall as a security guard for your computer network. It monitors incoming and outgoing traffic and decides whether to allow or block specific traffic based on security rules. This helps keep out unwanted visitors, like hackers

Secure Login Processes: This is like having a strong lock on your door it ensure that only authorized users can access your accounts

Audit Logging: Imagine keeping a diary of everything that happens in your house. Audit logging is similar but for computer systems. It records who did what and when, which helps in tracking activities and identifying any suspicious behavior.
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The My Health Record system is supported by a legislative framework that sets controls around

who can access the system and the information contained within.

Relevant acts and instruments include:

 Privacy Act 1988

 My Health Records Act 2012

 My Health Records Regulation 2012

 My Health Records Rule 2016

 Healthcare Identifiers Act 2010

 Sharing by Default Bill 2024

Visit the resources section for more information

My Health Record legislation 
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The My Health Record system is supported by a legislative framework that sets controls around who can access the system and the information contained within.



Relevant acts and instruments include:

Privacy Act 1988

My Health Records Act 2012

My Health Records Regulation 2012

My Health Records Rule 2016

Healthcare Identifiers Act 2010

Sharing by Default Bill 2024



Visit the resources section for more information

My Health Record legislation 
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There are significant fines and penalties for inappropriate or unauthorised

access to health information in an individual's My Health Record.

Penalties for misuse of information

Visit the resources section for more information

Any unauthorised use of emergency access is considered a contravention 

of the

My Health Records Act 2012

and may constitute an interference 

with privacy under the 

Privacy Act 1988

Healthcare providers are authorised to use My Health Record for the 

purpose of providing healthcare, subject to any access controls the individual 

may have set.
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There are significant fines and penalties for inappropriate or unauthorised access to health information in an individual's My Health Record.

Penalties for misuse of information

Visit the resources section for more information

Any unauthorised use of emergency access is considered a contravention of the My Health Records Act 2012 and may constitute an interference with privacy under the Privacy Act 1988

Healthcare providers are authorised to use My Health Record for the purpose of providing healthcare, subject to any access controls the individual may have set.













Fines and Penalties: If someone accesses health information in My Health Record without permission, they can face serious fines and penalties.

Healthcare Providers: They can use My Health Record to provide healthcare, but only if they follow the access controls set by the individual.

Unauthorized Emergency Access: Using emergency access without permission is against the My Health Records Act 2012 and may also violate the Privacy Act 1988.
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